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Privacy statement

Information for employees 

The Occupational Health and Wellbeing (OHWB) service is committed to maintaining the privacy, dignity and confidentiality of staff members and other service users always.  The OHWB service adheres to UK data protection legislation and the Nursing and Midwifery Council (NMC), the General Medical Council (GMC), the General Dental Council (GDC) and the Health & Care Professional (HCPC) Codes of Confidentiality.  In respect of the information provided to us by members of staff and other service users, the OHWB service is required under data protection legislation to notify all staff members and other service users of the information provided and how it will be processed, collected, stored, used and how long it will be held for in this Privacy Statement. 	Comment by McCarthy, Karen -Information Governance Assurance & Compliance Operational Manager: Should the GDC also be mentioned as Solent have Dentist and Dental nurses etc.

As well as the HCPC Health & Care Professional Council

	Comment by Tomlinson, Angela - OH Governance & Quality Lead: Added GDC and HCPC


What personal information and data do we collect and process?

The OHWB service will only use your personal information where the law allows us to.  The OHWB service uses the personal information of members of staff and other service users to provide advice and support in accordance with individual requirements and individual consents that have been given to the service.  Most commonly, personal information will be used in the following circumstances:

· Where an individual has provided consent to the OHWB service
· Where it is necessary to perform a contract or service the OHWB services has entered into
· Where it is necessary to comply with a legal obligation

The OHWB service may also need to use personal information in the following circumstances, which are likely to be rare:

· Where it is necessary to protect an individual’s interests (or someone else’s interests); or
· [bookmark: _Hlk141446374]Where it is needed in the public interest

The OHWB service is medically confidential.  The OHWB clinical and medical records are stored securely in line with UK data protection legislation and only accessibly to OHWB clinical and administrative staff.  All OHWB staff adhere to a strict confidentiality code, in relation to confidentiality of all consultations, telephone contact and the maintenance of medical records.  All OHWB clinical and administrative staff sign a confidentiality agreement that complies with the above when they are inducted into the OHWB team.

The type of personal information that is collected, processed and held on your OHWB secure records include:

· Name
· Date of birth
· Contact details
· Job title
· Employment start and end dates
· Employment service line, team
· Medical history, health history, disability, or long-term conditions
· Lifestyle information
· Social circumstances
· Ethnicity 
· Gender
· Attendance / absence history

How is personal information and data collected?

Your personal information and data are collected:

· From HR as part of the recruitment process and from your Employee Staff Record
· From questionnaire’s (such as the New Starter Health questionnaire)
· From telephone, face to face, postal and electronic communications
· From your line manager as part of the Management Referral process
· From OH consultations / appointments
· From third parties (such as your GP or a specialist) with consent

Sharing personal information:
Any information obtained by the OHWB service is strictly confidential.  No information is divulged to any third party, including the individual’s manager, general practitioner (GP) without the individual’s informed consent.

Where is personal information and data stored?

The OHWB service store your personal information and data on a secure and confidential software platform (OPAS G2). OHWB is the data controller, and our contracted software provider is the data processor in this instance. All information maintained electronically about you is stored in the UK and is not transferred outside the UK. 

The OHWB service will hold individual personal information whilst individuals are an employee of Solent NHS Trust or a third-party service user, and this will be retained beyond an individual’s employment to comply with legal obligations or to meet regulatory or professional requirements.

A copy of the Occupational Health Records L-SOP (June 2023) can be found on SolNet and details the retention schedules for different types of OHWB records.  Alternatively, it is available on request.	Comment by McCarthy, Karen -Information Governance Assurance & Compliance Operational Manager: Would it worth popping in a link to this section, as it is an internal doc.	Comment by Tomlinson, Angela - OH Governance & Quality Lead: As Solnet is playing up, I have added the new updated version of this SOP in the text


The OH service is audited annually by the Faculty of Occupational Medicines SEQOHS (Safe, Effective, Quality Occupational Health Services) programme to ensure the correct processes are in place for data management.




Why do the OHWB service collect personal information and data?

We will use the personal information and data we hold about you to:
 
• Ascertain your fitness to start or undertake work where there is an established fitness standard 
• Establish a baseline health record where you may be working with substances or agents that have the potential to cause individual harm
• Monitor your health if you continue to be exposed to workplace activities, allergens or substances that may be hazardous to health
• Provide clinical care, advice and support to you in the management of a work-related health problem or health problem that affects you at work 

Your personal information will only be used for the purposes stated above, unless we consider that the use is compatible with the original purpose. If we need to use your personal information for an unrelated purpose, your explicit consent will be sought prior to processing.

Anonymised or aggregated data may be used for reporting and monitoring purposes, but these would not identify any named individuals. 

Legal and Lawful Basis 

The legal and lawful basis under the General Data Protection Regulations (UK GDPR) for processing information is: 

• Article 6 - Lawfulness of processing: Article 6(1)(e) Performance of a public task 
• Article 9 - Processing of special categories of personal data Article 9(2)(h) 

Processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services based on Union or Member State law (or UK law) or pursuant to contract with a health professional. 


Individual data protection rights

Individuals can find out what information the OHWB service has by making a ‘Subject Access Request’ (SAR) under current UK data protection legislation.  If the OHWB service holds information about an individual, and the individual makes a SAR they will:

· Issue a copy of all requested information in an intelligible form

Individuals have the right for their personal, sensitive and medical information to be transferred to another employing organisation in some circumstances.


Individuals can make a SAR by emailing the IG mailbox informationgovernanceteam@solent.nhs.uk
The request will be acknowledged by IG and the OHWB Business Manager will be informed of the request.  The request will be approved by the relevant senior OHWB clinician and the Trust’s IG Team.

Further Data Protection Rights	Comment by McCarthy, Karen -Information Governance Assurance & Compliance Operational Manager: This very different from the original version dated 21/11/2018	Comment by Tomlinson, Angela - OH Governance & Quality Lead: I have added the new mailbox and changed the text slightly	Comment by Tomlinson, Angela - OH Governance & Quality Lead: Yes I have tried to keep it more succinct, is there anything that you want me to expand on or change?

If an individual believes the personal information the OHWB service holds is incorrect, the individual has a right to request that the information is rectified and the OHWB service will consider this request.  There are some specific circumstances when this right does not apply and the OHWB service can refuse to deal with the individual’s request.

The individual may have the right, in certain circumstances, to request the deletion of personal, sensitive or medical information that is held, or to block any further processing of this information, or to object to the processing of the personal, sensitive or medical information.  There are some specific circumstances where these rights do not apply and the OHWB service can refuse to deal with this request.

If the OHWB service is processing individual personal, sensitive or medical information based upon an individual’s consent, the individual has the right to withdraw consent at any time.

If any individual requires further information about their rights to rectification, erasure, restriction of or object to processing or they wish to withdraw consent, please contact the Business Administra
tion Manager at snhs.ohservices@solent.nhs.uk and the will refer the individual’s request to the relevant senior OHWB clinician and the Trust’s Data Protection Officer.


Complaints	Comment by McCarthy, Karen -Information Governance Assurance & Compliance Operational Manager: No mention of complaints with the ICO Information Commissioner's Office for SARs 	Comment by Tomlinson, Angela - OH Governance & Quality Lead: I have added contact details of the ICO below
The OHWB service takes complaints that are received about the collection and use of personal, sensitive and medical information very seriously.  Individuals are encouraged to bring it to the attention of the OHWB Business Administration Manager at the email above if they think that collection or use of information is unfair, misleading or inappropriate.  

For more information about how the OHWB services handles individual personal, sensitive or medical information, including how long this information is retained, and individual rights under data protection legislation, the following documents can be accessed on SolNet or can be sent to the individual on request
Data Protection Compliance Policy IG23 (2022)
OH Records Local Standard Operating Procedure (2023)

Right to complain to the ICO
You have the right to complain to the Information Commissioner's Office (the "ICO") if you are not satisfied with the way we use your information. You can contact the ICO by writing to Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.
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NHS

Solent
NHS Trust

Solent NHS Trust O-SOPs can only be considered to be valid and up-to-date if
viewed on the intranet. Please visit the intranet for the latest version.

Purpose of Agreement

This Local Standard Operating Procedure sets out the
process how the Occupational Health & Wellbeing (OHWB)
service will achieve high standards of confidential OHWB
records management and sets out the advice and guidance
for OHWB staff in their operational and legal responsibilities.

Document Type

Local Standard Operating Procedure (L-SOP)
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Solent NHST/SOP/OH/04

Version

5
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Records Management & Information Lifecycle Management
Policy for Clinical and Corporate Records Solent
NHST/Policy/IG/03

Name of Approving Committees/Groups

Information Governance Team
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1.2

1.3

2.1

3.1

OCCUPATIONAL HEALTH LOCAL RECORDS L-SOP

INTRODUCTION & PURPOSE

The Occupational Health and Wellbeing service (OHWB) Local Records Procedure (L-SOP)
sets out commitment to achieving high standards in OHWB records management. It is
supported through the delivery of OHWB standards and guidance detailed within this
document. Itis linked to the Organisational Policy below:

‘Records Management & Information Lifecycle Management Policy for Clinical and
Corporate Records’ Ref: Solent NHST/Policy/1G/03

This L-SOP should be used in conjunction with other relevant Trust IG policies.

All actual or suspected Information Governance (IG) incidents must be reported through
the Trust’s incident management system; identifying and addressing the causes, managing
the risks highlighted and to share the lessons learnt across the organisation.

SCOPE AND DEFINITIONS

This L-SOP applies to all OHWB staff who hold a contract of employment or engagement
within the OHWB service (including students, bank staff, agency workers, and other
workers recruited into the OHWB service). It relates to all records (clinical and non-clinical)
held in any format by the OHWB service. The records include:

e All OHWB records whether electronic, paper, audio-visual (e.g., staff records,
estates, financial and accounting records, notes associated with complaints)

e All OHWB clinical records for all OHWB interventions including all staff OHWB
records, including blood test results, consultations, medical reports, health
surveillance registers etc.

RECORDS MANAGEMENT STANDARDS

Solent NHS Trust has adopted the NHS Records Management Code of Practice 2021
Records Management Code of Practice - NHS Transformation Directorate (england.nhs.uk).
This is a guide to the required standards of practice in the management of records for those
who work within or under contract to NHS organisations in England, for the:

e Creation of Records
¢ Filing of Records

e Record Retention

e Disposal of Records
e Archiving

e Retrieval and Access
e Transferring Records
e Record Volumes

Occupational Health Records L-SOP
June 2023



https://transform.england.nhs.uk/information-governance/guidance/records-management-code/#:~:text=The%20Records%20Management%20Code%20of%20Practice%20provides%20a,health%20functions%20commissioned%20or%20delivered%20by%20local%20authorities.



4.1

4.2

4.3

4.4

4.5

e Altering Record Entries
e Paper Records
e Electronic Records

EFFECTIVE RECORDS MANAGEMENT

The OHWB service will keep adequate records to document its activities. Record keeping
systems shall classify and group records according to business functionality.

Wherever possible, records which have been created electronically shall be captured and
stored in an electronic record keeping system i.e., not printed and stored in paper form.
Electronic records will be managed like any other record in accordance with Solent NHS
Trust Records Management Policy.

Records, where appropriate, should be captured and stored within designated folders:
either restricted (confidential information) or in general files.

Naming Folders, Files and Documents

Naming conventions are standard rules to be used for both naming documents and
electronic folders and are designed to make it easier to find documents. Corporate
standards must be followed in the naming of record files and folders. Files need to be
named in a manner that is consistent and easily understood, an example is as follows:

20181306 _OHrecordsmanagement_V0.3_MT.doc
Ownership of Documents/Data Controller/Data Processor

All records that are produced within OHWB service must adhere to the corporate
standards for records and the following requirements should be applied:

The document must contain the Solent NHS Trust logo and address details on the front
sheet.

The document should specify:

e Author of the document

e Designation of the author & their Trust
e Version number of the document

e Date the document was produced

Data Controller (ICO):

The OHWB service acts as the data controller (records owner) for in-house OHWB
services to Solent NHS Trust and as a data processor for external customers (record
ownership sits with the purchaser of the OHWB service for external customers).

Occupational Health Records L-SOP
June 2023





4.6 Security of Records

All records will be held securely to prevent inappropriate/ unauthorised access and to

protect the record from loss or accidental damage.

OHWB Staff using records will conform to the Data Protection Act (2018). The Data
Protection Act 2018 is the UK’s implementation of the General Data Protection
Regulation (GDPR).

OHWSB staff will follow the “Data Protection Principles” in the course of their work, as
detailed below:

Data must be:

Used fairly, lawfully and transparently - In addition to Data Protection
Legislation, the OHWB service must observe other laws, including the: Common
Law of Confidentiality (NHS 2022), the Human Rights Act 1998, the Law of
Defamation, the Criminal Law under the Computer Misuse Act 1990 and the
Access to Medical Reports Act 1988. Where the data are special category
(sensitive) they must also find a lawful basis under Article 9. Special category data

are personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data, data
concerning health and data concerning a natural person’s sexual orientation.
OHWB are likely to be processing special category data and must therefore
comply with Article 6 and Article 9.

Used for specified, explicit purposes

Used in a way that is adequate, relevant, and limited to only what is necessary
—in OHWB practice it is important that health questions are relevant to the job.
This is especially important when asking new starter questions of a new member
of staff

Accurate and, where necessary, kept up to date

Kept for no longer than is necessary - OHWB records should be deleted when
they are redundant. Current guidance from the Records Management Code of

Practice - NHS Transformation Directorate (england.nhs.uk) is for the period of

the person’s employment plus six years or until their 75th birthday whichever is
the sooner.

Category — Occupational Health reports

Retention Period —Keep until 75™ birthday or 6 years after the staff member
leaves whichever is sooner

Disposal Action — Review if no longer needed destroy

Category - Exposure monitoring information
Retention period - 40 years/5 years from the date of the last entry made in it

Occupational Health Records L-SOP

June 2023




https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/a-guide-to-confidentiality-in-health-and-social-care/hscic-guide-to-confidentiality-references/section-2

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/a-guide-to-confidentiality-in-health-and-social-care/hscic-guide-to-confidentiality-references/section-2

https://www.legislation.gov.uk/ukpga/1998/42/contents

https://www.legislation.gov.uk/ukpga/1990/18/contents

https://www.legislation.gov.uk/ukpga/1988/28/contents

https://transform.england.nhs.uk/information-governance/guidance/records-management-code/records-management-code-of-practice-2021/#appendix-ii-retention-schedule

https://transform.england.nhs.uk/information-governance/guidance/records-management-code/records-management-code-of-practice-2021/#appendix-ii-retention-schedule



Disposal Action - Review and if no longer needed destroy

Category — Occupational Health report of staff member under health
surveillance

Retention Period —Keep until 75™ birthday

Disposal Action — Review if no longer needed destroy

e Where an OH physician is acting as an external adviser and may only see the
patient once, for example in connection with a pension application, records
should be kept for a minimum of six years, the limitation period for breach of
contract. If the case may potentially give rise to a legal claim they may be kept for
longer. The point is that you must have a reason for retention.

Caldicott Principles:

OHWSB staff will follow requirements of the Caldicott Principles The Caldicott Principles -

GOV.UK (www.gov.uk) and complete annual mandatory Information Governance training.

This includes recognising confidentiality as an obligation, recording information
accurately and consistently and keeping information private and physically and
electronically secure.

4.7 Storage Location & Security
Paper OHWB staff records:

e C(linical records for external customers are stored in secure filing cabinets in the
OHWB Department (currently RSH).

e Non-clinical records are stored in a secure filing cabinet in the OHWB
Department.

o The OHWB Department is located separately from the main hospital building.

e OHWSB staff use a locked print facility whereby staff have their own password to
access their printing whilst present.

e The OHWB department is locked when the department is vacated.

e OHWSB has a secure system for storage of confidential paper records. These are
held within a locked department with keypad access at each entrance.
Only staff working within the designated area have the key codes and these are
changed periodically. A key access log is kept on the OH restricted drive.

e The OHWB Service operates a clear desk policy ensuring no confidential
information is accessible when the workstation is unattended.

Terminated OHWB staff records:

Occupational Health Records L-SOP
June 2023
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4.8

4.9

4.10

4.11

e The OHWB service can access terminated staff Occupational Health records
through Hugh Symons Information Management Home | Hsim and are accessed,
when required, in electronic format

Electronic OHWB records:

e The OHWSB service holds secure confidential electronic staff records on the OPAS
G2 system. This is a web-based hosted system and confidential staff records can
only be accessed by licensees in the OHWB service.

e Electronic records can only be accessed by OHWB Staff using a personal identifier
and unique password, which is changed every 90 days (a prompt is automatically
sent to the user via the system in use).

e Screen locks are used when PCs are unattended.

e All electronic confidential information is backed up by the servers in accordance
with information security policies.

e OHWB has access to a restricted drive that can only be accessed by the OHWB
Team as designed by the File Owner (Head of Service).

Records retention and disposal schedule for OHWB Service

All OHWB staff that create or add entries to records must to be aware of and follow the
Records Management Code of Practice 2021 Records Management Code of Practice -
NHS Transformation Directorate (england.nhs.uk)

The OHWB team will notify the Information Governance Team of any new types of
records that do not appear on the Records Management: NHS Code of Practice so that a
lifecycle for the record is determined at the point of creation.

Retention periods and disposal processes for OHWB are detailed in Appendix A.
Filing

Paper OHWB records, where required, are temporarily filed within lockable cabinets, and
indexed, this information will be scanned on to individual files.

Non-clinical records held electronically are stored on the OH restricted drive and filed
under file headings.

Alterations to Records (electronic)

The OPAS G2 system is built with a simple and visible audit trail of User Created, Date
created and then User amended, Date amended fields. This means that all entries in the
OPAS G2 system can be viewed as to which member of the OHWB team last created or
changed a record or updated the field and when.

Archiving and records retrieval

Should the employee terminate their employment from Solent NHS Trust or a contracted
employer, the current OHWB provider (Solent NHS Trust) will be required to retain the

Occupational Health Records L-SOP
June 2023
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records in line with current practice specified in OHWB Records Retention Schedule

(Appendix A)

Archive and Retrieval of
Records Systems

Electronic Records

Archived on OPAS G2 until
end of retention period.

Electronic records for
terminated staff can be
identified on the OPAS G2
system. The name will show
a line through it.

A search by name, DOB, or
assignment number can be
used to locate the relevant
record on G2 and Box-IT.

Archived records can be
retrieved from “Box IT” by
accessing the electronic
system 24/7 by authorised
staff, in compliance with
the retrieval process
“Archiving Records Storage
User Manual”.

Paper Records

Sent via secure method to
“Restore Records
Management” until the end
of their retention period
(records archive provider).

Any historic hard copy
terminated files will be put
into a robust archive box
provided by “Restore
Records Management”.
This will be indexed
confirming contents,
labelled using the barcode
labels, box number and the
sender.

All terminated paper OHWB
files are tracked on a
spread sheet on the
restricted OH drive and
personal identifiers listed
for tracking purposes.

Once the files are ready for
collection OHWB complete
the electronic “Restore
Records Management”
form provided and email it
to “Restore Records

Occupational Health Records L-SOP
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Management” requesting
collection.

When “Restore Records
Management” arrive onsite
they will scan the barcode
on each box to cross
reference this against the
form OHWB originally sent
and receipt the boxes they
remove. The receipt is kept
by OHWB and scanned to
the termination file on the
R Drive. “Restore Records
Management” will only
take boxes that match the
bar codes on the request
form OHWB send them.

Records can be retrieved
from “Restore Records
Management” by email
using the electronic system
giving details of the Box
Number and the
information to be retrieved.

Archive and Retrieval of
Records Systems (Old and
Past Records)

Termination discs
previously produced by
‘Hugh Symons.com’ are
kept in a locked cabinet for
the relevant retention
period. Records can be
viewed via CD View and
access is restricted to
authorised personnel only.

OHWB will check the
termination discs yearly to
ensure retention periods
are monitored.

Records can be retrieved
from Hugh Symons.com
Home | Hsim either by
accessing CD View or by
sending an email to
retrieval@hughsymons.com
to notify them of the
required retrieval.

4.12 Dataimport and deletions:

The Solent NHS Trust ESR interfaces with OPAS G2 and specific personal staff data (name,

address, date of birth, service line) is imported on a weekly basis directly onto OPAS G2.

The weekly ESR import also identifies staff who have left the Trust so that a timeline for

Occupational Health Records L-SOP

June 2023
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4.13

4.14

4.13

record retention is initiated in line with the OHWB Records Retention Schedule (Appendix
A).

External customers:

Relevant External Organisations are asked to send a monthly list of staff terminations to
the OHWB Admin Team and terminated records are then processed as follows:

. OHWB will carry out archiving checks on at least an annual basis for all
other department records or as necessary to ensure that archived record
storage is kept to a minimum within the department.

. The OHWB Service has a system of records retrieval and ensures easy
access to records if required to ensure efficiency and for clinical and
medico-legal purposes.

Disposal of records

This procedure will be used in conjunction with the Records Management and
Information Lifecycle Management Policy for Clinical and Corporate Records 2022 (Solent
NHST/Policy/IG/03).

The OHWB Administration team carry out disposal checks on an annual basis, or more
regularly if required, in accordance with the records retention periods outlined in
Appendix A.

For records sent to ‘Restore Records Management’, the IG Team notify the OHWB service
of records that have reached the end of the retention period and the Service will
authorise for the record to be disposed of by ‘Restore Records Management’ through the
IG team. A record of this is kept by the IG team.

Transfer of Records

This section describes the procedure that Solent NHS Trust OHWB service will follow
when transferring records to another Occupational Health provider, in the event of
employment transfers (TUPE) or termination of an external contract.

The OH Information Asset Custodian (OHWB Lead Nurse) will be the person responsible
for overseeing the transfer of clinical records process.

Solent NHS Trust guidance for the transfer of records and information governance risk
assessment approach will be followed in relation to the day-to-day transfer of PID from
the department.

This applies to the transfer of paper and electronic records for employees of Solent NHS
Trust and contracted users of the service.

Occupational Health Records L-SOP
June 2023

11





The Solent OHWB service acts as the data controller for In-house OHWB services to
Solent NHS Trust, and as a data processor for external organisations as they have the
data controller responsibility. For external organisations a statement relating to the
transfer of records on termination of a contract will be included in the Service Level
Agreement (SLA).

The OHWB Service will be notified by either; Solent NHS Trust HR Department for TUPE
transfers or through the contractual process if notice to terminate a contract is initiated.

The following information will be provided to Solent OHWB Service:

e Service / Contract affected by the transfer

e Date of transfer / termination

e List of staff transferring, with name, D.O.B & assignment number
e The name & contact details of the new OH Provider

TUPE Transfers

The consent of the employee is required to allow the transfer of the OHWB record to
another provider.

The letter of notification and consent for Solent NHS Trust employees

Solent NHS Trust, as the data controller, will send a letter to each staff member on the
transfer list (usually be part of the HR TUPE letter), seeking consent to the transfer of
their OHWB records to the new OH provider.

A date for the employee response will be included in the letter (usually 4 weeks) and an
explanation of what will happen to their data should a reply not be received or if the
records transfer is declined by the employee.

Terminated contracts with external organisations

The external organisation is the data controller and is responsible for providing details of
where the OHWB records should be transferred to e.g., the new OH provider/relevant
health professional and for confirming the process for seeking employee consent and for
providing written confirmation of this to Solent OHWB Service (This process should be
specified within the SLA for all new contracts).

The process is as follows:

Transfer to a new OH Provider: under these circumstances, the external organisation
(the employer) must inform all employees of the change of OH provision and that their
OH records will be transferred on X date to the new OH provider. This should be done in
writing at least 4 weeks in advance, and records kept of these communications.

Occupational Health Records L-SOP
June 2023






Employees who decline transfer of their OHWB record to the new OH Provider: If an
employee declines this transfer following the employer’s communication, then they
should contact Solent OHWB service directly and arrangements will be made to return
their OHWB record to them directly or decide to transfer it to their General Practitioner,
whichever they prefer.

No new OH provision: [f the external organisation has not appointed a new OH Provider
on termination of the OH contract with Solent OHWB service, then the OHWB records will
be returned directly to each employee or to their General Practitioner, whichever is their
preference. The external organisation will coordinate the consent required and individual
employee preferences to instigate this and forward the signed consents and preferences
to the Solent NHS Trust OHWB service to action.

Solent OHWB service cannot store OHWB clinical records in any capacity following

termination of an external organisation OH contract.

The SLA held with external customers should include an exit plan that details the process
above for the transfer of OHWB records to the new OH provider. In situations where an
OH provider is not identified, then Solent OHWB service will liaise with the external
organisation to agree the transfer of the OHWB record to the individual or a relevant
health professional. Advice will be sought from the |G Team if no suitable health
professional can be identified or if the individual has not responded to the request.

Arrangements will be agreed with the external organisation in the event of consent being
denied or for non-responders. (This should be specified in the SLA or agreed at the point
of being notified of termination of contract).

The Records Transfer Tracker

To allow tracking of records the OHWB Service will keep an appropriate documentation
system “Records Transfer Tracker’ indicating to whom and to where the OHWB record
has been sent and the date the records were transferred and receipted. This will apply to
all records transferred to another OH provider. The documentation details the first
destination the record is forwarded to ensure record destination details can be located
once leaving Solent OHWB Service.

Destruction of records from Solent NHS Trust OHWB systems

As records held on our electronic systems are downloaded onto a device to enable their
transfer, it means the original record remains on the system.

All electronic records for Solent staff remain on the system as archived records and are
destroyed as per the Schedule in Appendix A. Leavers are identified on the OPAS G2
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system with a leaving date and a line through their personal identifying data but the
record is still visible to the OHWB service. The Schedule in Appendix A is applied to the
different entries in one individual record, which means that entries will have different
retention and destruction dates. When all entries are destroyed, the full record including
PID will be deleted from the OPAS G2 system.

For external organisations that Solent NHS Trust have acted as the Data Processor, once
the records have been receipted by the receiving OH provider and confirmation given
that the records can be accessed, then the Solent NHS Trust OHWB Service copy will be
destroyed to ensure a full records transfer.

OHWB Services will always transfer the record using the approved method as follows (see
Trust guidance on the transfer of PID:

. By post (secure mail/tracked mail/double enveloped)
. Using a contracted transfer service/provider e.g., ‘Restore Records Management’
. Arrangements made directly with the receiving OH provider to personally deliver

/ collect the record

. Electronic transfer using either an encrypted email or USB device or a server-to-
server data transfer between 2 electronic systems
USB memory sticks and USB connected hard drives: All laptops and desktops are
equipped with Port Lockdown. This means that if an individual wishes to
download something onto a portable device, they will be asked to encrypt the
devise with BitLocker full disk encryption with AES encryption algorithm and a
256-bit key.
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APPENDIX A:

OHWB RECORDS RETENTION SCHEDULE

Retention periods and disposal processed for the OHWB Service are summarised below:

Record Type

Record name

Records format

Retention

Disposal process

Occupational Health

Exposure monitoring

Electronic/G2

40 years/5 years from the

Delete from G2

information (since 2013) date of the last entry made system
init
Paper (before Box-IT (archive)
2013) archived
Occupational Health Reports Electronic/G2 Keep until 75th birthday or Delete from G2

(since 2013)

6 years after the staff
member leaves whichever is
LONGER

system

Occupational Health

Report of Staff member
under health
surveillance

Electronic/G2
(since 2013

Paper (before
2013) archived

Keep until 75th birthday or
6 years after the staff
member leaves whichever is
LONGER

Delete from G2
system

Box-IT (archive)

Occupational Health

Report of Staff member
under health
surveillance where they
have been subject to
radiation doses

Electronic/G2
(since 2013)

Paper (before

Keep until 75th birthday or
50 years after the staff
member leaves whichever is
LONGER

Delete from G2
system

2013) archived Box-IT (archive)
Staff Physio and Health Physiotherapy and Electronic/G2 6 years Delete from G2
and Wellbeing records Health and Wellbeing (since 2013) system
case records Paper records to

Restore via IG Team

OHWSB Policies and Various Paper and 10 years Corporate Team

Standard Operating electronic

Procedures

OHWSB Service Audits Various electronic 5 years OHWB Service will
delete from system
as part of annual
checks

OHWSB Service KPI monitoring reports | electronic 3 years OHWB Service will

Performance reports delete from system
as part of annual
checks

OHWB Service Meeting OHWB Team Meeting Electronic/MS 2 years OHWSB Service will

agendas and minutes Teams delete from system
as part of annual
checks

OHWSB Service Complaint reference electronic 6 years OHWB Service will

Complaints used delete from system
as part of annual
checks and destroy
paper copies

OHWB Service OHWB Service electronic 1year OHWSB Service will

Equipment Inventories Equipment Inventories delete from system

- clinical as part of annual
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checks

OHWSB Service training
records

Training
record/certificate

electronic and
paper

Records of significant
training must be kept until
75th birthday or 6 years
after the staff member
leaves. It can be difficult to
categorise staff training
records as significant as this
can depend upon the staff
member’s role. The IGA
recommends:

1. Clinical training records -
to be retained until 75™
birthday or six years after
the staff member leaves,
whichever is the longer.

2. Statutory and mandatory
training records - to be kept
for ten years after training
completed. Other training
records - keep for six years
after training completed.

Training records are
held either on Trust
systems e.g.,
Mandatory training
ESR

For in-house and
external clinical
courses copies are
held in personnel
records — terminate
files will be
returned to the HR
department for
storage and
destruction.
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APPENDIX B: NOTIFICATION TO STAFF OF TRANSFER OF OCCUPATIONAL HEALTH RECORDS

The letter is usually sent by the External Customer as part of the Occupational Health Record
transfer process and will include consent for all records to be transferred. If for any reason it is
agreed that the consent will be sought by the OHWB Service, the following template letter can be
used.

Date:

Ref:

PRIVATE & CONFIDENTIAL

Dear

Re. Transfer of Occupational Health Records

Currently your Occupational Health service is provided by Solent NHS Trust. We have been
advised that the contract for Occupational Health services, provided by Solent NHS Trust, will
cease from (DATE). From (DATE) your new Occupational Health service will be provided by
(NAME OF NEW OH PROVIDER).

We are required by law to transfer your Occupational Health Records, currently held by the
Solent NHS Trust Occupational Health & Wellbeing service, to your new Occupational Health
Provider on the termination of contract date above. If you do not wish for your individual
Occupational Health Record to be transferred to new the Occupational Health Provider, please
contact your employer in writing stating that you do not wish for your Occupational Health
Records to be transferred to the new Occupational Health Provider. Your employer will inform
Solent Occupational Health and Wellbeing service of your instruction.

On termination of the Occupational Health contract on (DATE), Solent NHS Trust Occupational
Health & Wellbeing service cannot retain any personal or sensitive data about you. If you have
declined transfer of your Occupational Health Record, you will be contacted in these
circumstances and your Occupational Health Record will be returned to you directly (either by
encrypted email or by post) or to your General Practitioner, whichever is your preference.

Please note, that by declining transfer of your Occupational Health Record to a new Occupational
Health Provider, this may prevent, limit, or inhibit Occupational Health advice, guidance, or care
to be delivered to you from the new Occupational Health Provider.

If you have any further queries, please speak to your employer in the first instance.
Your sincerely
Sarah Baker

Occupational Health and Wellbeing Manager
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APPENDIX C: TRACKER FOR ALL PID SENT THROUGH INTERAL/EXTERNAL POST

Ref:

Occupational Health & Wellbeing Service

Brambles Bunbalow

Royal South Hants Hospital

Brintons Terrace

Southampton

5014 0YG

Telephone: 023 8071 3314

Fax: 023 8071 3321

As part of Solent NHS Trusts review of Information Governance services are now required to track
all Personally Identifiable Data, sent through the internal/external post system.

Within this envelope the following pieces of information are enclosed on an Encrypted Data Stick

Date Sent

Record Name &
Type

Sent by

Sent to

Confirmation of
Receipt (Please
Sign)

Date
Received

Please note we will not be able to release the password to you until we are

in receipt of this form.

Name of Sender:

Job Title:

Service Area:

Tel:

Occupational Health & Wellbeing Service

Brambles Bungalow

RSH Hospital

023 8071 3300

Please scan this signed form back to snhs.ohservices@nhs.net
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APPENDIX D: EQUALITY IMPACT ASSESSMENT

Equality Impact Assessment (EIA)

Step 1: Scoping and ldentifying the Aims

Service Line / Department Occupational Health & Wellbeing

Title of Change: Routine update
What are you completing this EIA for?
(Please select):

What are the main aims / objectives of L-SOP routine review of records management process in the
the changes OHWSB service

Report (If other please specify here)

Step 2: Assessing the Impact

Please use the drop-down feature to detail any positive or negative impacts of this document
/policy on patients in the drop-down box below. If there is no impact, please select "not
applicable™:

Protected Characteristic Not Action to address negative impact:
Impact(s) | Impact(s) | applicable | (e.g. adjustment to the policy)

e

Gender reassignment

Disability

Age

Sexual Orientation

x| ]
x| ]
x| ]
x| ]
x| ]
Pregnancy and -
maternit
o
x ]
x|

wn
x

Marriage and civil
partnership
Religion or belief
Race

If you answer yes to any of the following, you MUST complete the evidence column explaining what
information you have considered which has led you to reach this decision.

Please document evidence / any mitigations

Information Governance Team

Assessment Questions

Yes

Data Protection legislation, clinical document retention
Yes schedules, Records Management Code of Practice,
Caldicott Principles

Step 3: Review, Risk and Action Plans

How would you rate the overall level of impact / Medium
|

risk to the organisation if no action taken? O O
20
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What action needs to be taken to reduce or nil

eliminate the negative impact?

Lo ToRNTIN o TN eTe] IS o] (SR Mg leTalidoldlaTe ETale N=Te[FIETAN Angela Tomlinson, Occupational Health Governance
review of the document / policy? and Quality Lead, Solent NHS Trust

Step 4: Authorisation and sign off

I am satisfied that all available evidence has been accurately assessed for any potential impact on
patients and groups with protected characteristics in the scope of this project / change / policy /
procedure / practice / activity. Mitigation, where appropriate has been identified and dealt with
accordingly.

Equality Angela Tomlinson Date: 30 June 2023
Assessor: OH Governance and Quality Lead
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