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Executive Summary  

  

This revised policy gives comprehensive guidance to ensure staff & management recognise the 
procedures to follow in the unlikelihood of a Lockdown being required, in part or full, in an 
establishment owed, partly owed or rented by Solent NHS Trust.     
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1.  INTRODUCTION & PURPOSE   

  

1.1  Lockdown is the purpose of controlling the movement, access and egress of people 

around the Trusts property and/or other specific buildings in response to an identified 

risk, threat or hazard that may impact on the safety and security of staff, patients, 

visitors or assets of Solent NHS Trust.  

  

1.2 Solent NHS Trust is required to provide a safe and secure environment in which staff, 

patients and visitors may, without fear of harm, engage in a therapeutic regime. A 
lockdown may be instigated by the Trust as part of a security incident or the major 

incident plan. This may be in partnership with other NHS Trusts or as directed by 

external agencies i.e. Police, Fire & Rescue.      

  

1.3  Local managers may also need to be able to lockdown their specific area in the event of 
a localised security incident i.e. missing patient or aggressive/violent patient. The ability 
for Solent NHS Trust to lockdown its sites/building/departments fits in with the statutory 

responsibilities defined in the Civil Contingency Act 2004.   

  

2.  PURPOSE  

  

2.1  The purpose of this policy is to provide guidance to managers and staff that will enable 

them to follow appropriate steps to achieve a lockdown on the site that they 

manage/occupy. It is to work alongside the emergency plans already in place as well as 

business continuity plans, but may be used as a standalone policy if required. It must be 

remembered that many sites/buildings have multi-agency occupancy so Solent NHS 

Trust plans must fit with any overreaching lockdown plan that is already in place. Advice 
from the Trust ASMS should be sought in conjunction with the building custodian.   

  

3.  SCOPE & DEFINITIONS  

  

3.1  This policy applies to all Solent NHS Trust sites/buildings. It requires all building 

managers/premises managers to work in conjunction the Local Security Management 

Specialist (ASMS) and the Trusts Emergency Planning Liaison officer (EPLO) to prepare a 
process whereby the site/building can be locked down when required.   

  

 ASMS – Accredited  Security Management Specialist   

 EPL – Emergency Planning Lead   

 CBRN – Chemical, Biological, Radioactive, Nuclear  

 SMD – Security Management Director  

 MHA – Mental Health Act 1983  

 MCA – Mental Capacity Act 2005  

 CQC – Care Quality Commission  

             

4.  DUTIES & RESPONSIBILITIES   

  

4.1  The Chief Executive has overall responsibility for ensuring the Trust has a lockdown 

policy in place in accordance with the criteria set by CQC.  

  

4.2  The SMD is responsible for the security management of the Trust. The SMD is 

responsible for providing, where reasonably practicable, a safe and secure working 

environment and ensuring the safety and security of staff, patients and visitors.    
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4.3  The ASMS is responsible for:  

  The development of this policy, following guidance from NHS England  

  Providing guidance over the characteristics that will influence the ability of any site  

 to effectively lockdown and the resources required to do so.   

  Support site teams with the development of their lockdown process and procedures.  

 Support interagency collaboration.  

  

4.4  The Estates team are responsible for issues relating to the functionality of buildings. 

They will have an in-depth knowledge of the structure and various systems that operate 
within the building/area. This knowledge will be invaluable when determining whether it 

is possible to achieve a full or partial lockdown.  

  

4.5  The Emergency Planning Lead (EPL-) is responsible for the development of the Trusts 

Incident Response Plan which documents plans and advice on preparing for certain 
types of major incidents.   

  

4.6  The Trusts Communications Team will help ensure that a controlled message is 

broadcast to staff, patients and visitors within the Trust and to the general public, 

informing them of the current situation. At no point should staff speak directly to the 

local/national media without going through the Trusts Communications Team first.   

  

4.7  All Managers are accountable for ensuring;  

  

• They work with their teams, estates representatives and the ASMS to identify and 

document critical assets within their area of responsibility.  

• Develop a lockdown profile for their site/department, taking into consideration local 

circumstances and the NHS service provided.  

• When services on site change, the lockdown plan must change accordingly.  

• Determine if a lockdown (partial or otherwise) is achievable.   

• Identify appropriate resources to undertake a lockdown.  

• Identify and disseminate a single point of contact and a backup, for notification of a 

requirement to activate lockdown procedures.  

• Disseminate lockdown plans to the appropriate teams to ensure that if a lockdown is 
required they are aware of their roles and responsibilities.   

• Maintain the lockdown plan with the local procedures, business continuity plan.  

• That plans are tested for robustness and appropriate amendments or revisions are 

cascaded.   

  

4.8  All staff have the responsibility to take reasonable care of their own safety and security 

as well as the safety and security of others and to participate as required in the event of 

a lockdown being implemented. In order to support a lockdown; staff will be assigned 

relevant activities to support lockdown procedures. Staff should report to their line 

manager situations where exposure to any security or infection hazard/threat may give 
cause for concern so that investigation and the suitable action may be taken.  
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5.  PROCEDURE & IMPLEMENTATION   

  

5.1  Types of Lockdown  

  

5.1.1  When locking down a facility, there are three key elements; preventing the entry, exit 
and movement of people on a Trust site/building. In preventing entry, exit or 

movement, or a mix of all three, the overreaching aim of implementing a lockdown is 

either to exclude or contain persons within a specified area. A lockdown may be partial, 

progressive or full. All visitors should be requested to follow directions to support a 

lockdown; however, it is noted that containment of any person against their will is 
prohibited by Law.   

  

5.1.2   Partial Lockdown  

 A partial lockdown is the locking down of a specific building, or part thereof. The 

decision to implement such a procedure will usually be in response to an incident on site 
or, by order of the Police. This response will help to ensure that identified critical assets 

such as staff or property and protected effectively.    

  

5.1.3  Progressive Lockdown   

 A progressive or incremental lockdown can be a step-by-step lockdown of a site or 

building in response to an escalating situation.  

  

5.1.4  Full Lockdown  

 A full lockdown is the process of preventing freedom of entry or exit to a building/site. 

In order to ensure a safe and secure environment it is essential that all relevant 

stakeholders engage in the development of a robust action plan.  

  

5.2  Who Implements Lockdown?   

  

5.2.1  A lockdown should be considered in a variety of situations, many of which require an 

immediate implementation and others which are in response to a major incident. It is 
clear that if an incident is taking place outside a premise, the senior member of staff 

present should have the authority to make a decision to lock the premise as an 
immediate response to protect Trust staff. Equally, the lockdown can be called by the on 

call Director or, duty manager in reaction to a larger incident elsewhere or impending 

risk. Any lockdown will involve reporting to the on call Director and/or duty manager as 
it is they who decide if the lockdown should continue or not.    

  

5.3  Controlling Access/Egress    

  

5.3.1  During a lockdown employees must remember that because the majority of health care 

establishments are usually open to the public, it is wrongly assumed that visitors 

automatically have right of access. However, the owner of such premises has the right to 
refuse access if and when required.  
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5.3.2  Staff should remember, it is unlawful to forcibly prevent a person exiting a site/building, 
with the exception of those users who are legally detained under the Mental Health Act 

(MHA) and Deprivation of Liberty Safeguards (DoLS).  

  

   

5.4  Developing a Lockdown Procedure  

  

5.4.1  Creating a lockdown procedure is a four (4) step process;  

  

i – Complete a building profile – this will help you asses the risk that are present and 

the complexities of locking the building down.   

  

ii – Choose the appropriate lockdown action card; in the lockdown action card is an 

aide memoire for your staff to use if a lockdown id required. It should sit with the 

Incident Response Plan Action Cards and be used in conjunction with them.    

  

iii – Communication to all staff – all staff should be aware of what is needed when a 
lockdown is implemented.   

  

iv – Practise – A full lockdown should be practised on a regular bases, be it in full or as a 
table top exercise.    

  

5.4.2  By using the appendices that accompany this policy, the building/site manager, in 

conjunction with the ASMS, will be able to develop a lockdown procedure for the 

building/site. Each premise will have a lockdown procedure created which will be 

reviewed annually or sooner as required by building/site alterations or occupancy.   

  

5.5  Site Profile (Annex A)  

  

5.5.1  Develop a Site Profile, taking into account the physical geography of the healthcare site 
for example:  

   

The size of the site  

Marking out its footprint   

Access/Egress points  

The location and route of communications and the number of buildings on site Latest 
site maps  

  

5.5.2  Up to date site maps, floor plans and aerial maps, in conjunction with a live walk through 
should enhance the development of this profile. This should be carried out in 

juxtaposition with a member of Estates, building/site manager and the ASMS.   

  

5.6  Building Profile (Annex B)  

  

5.6.1  Create a building profile to review the functionality and capability of the building to 

lockdown either partially, progressively or fully. This will include;  

  

Inventory of all doors and windows  

Lockable windows and those with shatter proof film 

The ability to control access either manually or automatically 
Where utility supplies are housed 
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5.7  Citadel   

  

5.7.1  As part of the assessment a room should be identified which has a telephone, is lockable 
and ideally has minimum, or no, windows. This will be the safest area in the event of an   

armed assault against the building. Although very unlikely, it would be preferable to 
have identified this room prior to it being required.   

  

5.8  Checklist (Annex C)     

  

5.8.1  A checklist is an aide to ensure that the person creating the procedure has considered all 
aspects that may be required.   

  

5.9  Action Cards (Annex D – G)  

  

5.9.1  Using all the information gained from the assessments detailed above, the manager will 

choose the most appropriate action cards from the four (4) listed:  

  

Action Card 1 (Annex D)  

  

Suitable for all buildings where Trust staff is sole occupants and are fully responsible for 

the building.   

  

Action Card 2 (Annex E)   

  

Suitable for a building which has multiple occupants/teams but, is predominantly 

controlled by Solent Trust staff. This requires an agreement by all participating parties.  

  

Action Card 3 (Annex F)  

  

Suitable for areas controlled by one manager, but involve multiple buildings/sites or, 

one large building with multiple occupants in separate areas.  

  

Action Card 4 (Annex G)  

  

Suitable for buildings/sites that are owed/run by another agency and Solent staff are in 

the minority.   

  

5.10  Creation of Lockdown Procedures  

  

5.10.1  Each Trust building/site should be capable of quickly achieving a partial or full lockdown 
in the event of an emergency being called. These arrangements will vary in complexity 

depending on the size of the building/site and the scale of the emergency.  

  

6.  TRAINING REQUIREMENTS   

  

6.1  There is no specific training in relation to this policy, but it is suggested the following 

staff/groups are familiar with their area of responsibilities lockdown procedure:  

  

Facilities Manager  

Building Managers  
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Departmental Managers  

Estates Managers   

Security Staff (where applicable)  

  

 7.  LEGAL FRAMEWORK   

  

7.1  Article 5 of the Human Rights Act states that no-one may be deprived of their liberty 
unless it is in accordance with a procedure prescribed by law. In the healthcare context 

in England & Wales, there are primarily three (3) legal frameworks regulating a 

deprivation of liberty:  

   

Mental Health Act 1983  

Deprivation of Liberty Safeguards Authorisation under the MCA 2005 Court 

Orders under Sect. 16 MCA 2005  

  

7.2  A lockdown, although a temporary measure, could still be construed as depriving a 

person of their liberty and as such, the above legal framework should always be kept in 

mind.   

  

8.  MONITORING COMPLIANCE  

  

8.1  As a minimum, the following will be monitored to ensure compliance:  

  

Element to be 

monitored  

Lead  Tool  Frequency  Reporting  

Table top 
lockdown  

exercise should  

be carried out in 

accordance with 

local procedures  

Service/Clinical 

Manager  

Lockdown action 
cards/procedure  

list  

Annually  Non-compliance 
will be reported 

through the  
H&S Sub  

Committee  

Training – All 
local staff who 

would be  
nominated/work 

in the area to be 

lockdown  

Service/Clinical 

Manager  

L&D staff training 

records  

Initially then 

every 3 years  

Line Manager  

Priority one (1) 
Sites 

Solent owned 
properties, inpatient 

areas and clinical 
settings involving 

patient contact 

 

Estates / ASMS Lockdown Tests  Annually Compliance 

Team / 

Emergency 

planning and 

resilience team 

Priority two (2) 
Sites 

Clinical services with 
no direct patient 
contact, schools 

Estates / ASMS Lockdown Tests Bi-Annually 

Unless there is 

any significant 

changes to site 

or services 

Compliance 

Team / 

Emergency 

planning and 

resilience team 
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Priority Three (3) 
site 

 Seasonal booking 
rooms or clinical 
administration 

offices and 
community day 

centre 

Estates / ASMS Lockdown Tests Tri-Annually 

Unless there is 

any significant 

changes to site 

or services 

Compliance 

Team / 

Emergency 

planning and 

resilience team 

  

9.  POLICY REVIEW  

  

9.1  This document may be reviewed at any time at the request of either staff side or 
management, but will automatically be reviewed 3 years from initial approval and 
thereafter on a triennial basis unless organisational changes, legislation, guidance or 
non-compliance prompt an earlier review.  

  

10.   REFERENCES TO OTHER DOCUMENTS  

  

Mental Health Act 1983 (as revised 2007)  

  

Mental Health Act Code of Practice 1999 (as revised 2008)  

  

European Convention of Human Rights  

  

Deprivation of Liberty Safeguarding  

  

Mental Capacity Act 2005  

  

Ulysses (Incident Reporting System)   
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Annex A  

  

  

Site Profile   

  

For…………………………………………………………………Date………………  

  

Characteristic  Information Required  Checked By  

Location      

Area      

Site Characteristics      

Footprint Summary      

Road Access      

Public Transport Access      

Traffic Movement on Site      

Surrounding Land      

Car Park Facilities      

Number of Buildings on Site      

Total Number of Access/Egress  

Points  
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Annex B  

  

Building Profile………………………………………………………………………Date…….......  

  

Characteristics  Information Required  Checked By  

Present use of Building/s      

Basic Shape      

Number of Floors      

Age of Building      

Access/Egress Points in Building      

Number of Internal/External  

Doors  

    

How Building is Powered      

Who Owns the Building/s      
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Annex B1  

  

Security Profile for……………………………………………………………………..Date……….  

  

Characteristics  Information Required  Checked By  

External Doors to Main Building      

Internal Doors      

Windows      

CCTV      

Security Lighting      

Alarms      

Car Park Security      

Security Staff      

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



   

  

Emergency Lockdown Policy V1.0                                                                                   Page 14 of 20  

  

  

  

Checklist  

  

Annex C  

  

PRELIMINARIES  Y/N  

Is there a building Manager?    

Were they involved in this assessment and procedure?    

Have you completed a building profile?    

Have you selected the appropriate Action Card?    

Have you printed off the Action Cards?    

Have you discussed the procedure with the building occupants?    

Emergency Action Plan in accessible location?    

ASSESSMENT  Y/N  

Are all doors lockable?    

Are windows lockable?    

Is the power supply protected as much as practicable?    

Can the air conditioning be switched off?    

Have you allocated a single point of access/egress?    

KNOWLEDGE  Y/N  

Are staff aware of the lockdown procedures?    

Do staff know the location of lockdown Action Cards?    

In the absences of a manager, do you know who will take charge?    

Do staff know the location of the building Citadel?    

Do staff know who to report to (On call Director/Manager)?    

CHECKING  Y/N  

Testing the lockdown procedure?    

Allocated date & time?    

Have you informed the EPLO and ASMS?    

Facilities for team debrief?    

PROCEDURE  Y/N  

Is there a fast and effective method of notifying staff of a lockdown?    

Do staff know which doors are to be manned for access/egress?    
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 ANNEX D  

  

LOCKDOWN ACTION CARD 1  

  

Solent NHS Trust Occupied Building  

  

Communicate Lockdown Status (Control)  

  

• Lockdown instruction received, authorised by (identify authoriser), and for what risk  

• Confirm lockdown with authoriser  

• Follow incident response plan – Start incident log book  

• Inform all building occupants that Lockdown is in progress  

• Ensure occupants know it is real and not a practise  

  

Implement Assigned Responsibilities   

  

• If required, call 9 - 999 and request assistance if necessary  

• Out of hours, notify on call Managers/Directors, EPLO and ASMS  

• Lock all exits, including windows  

• Assign duties of staffing main access/egress points; entry by recognisable identification only  

(excluding Chemical, Biological, Radioactive or Nuclear (CBRN) incident)  

• Emergency Services take control in incidents where CBRN is suspected  

• Notify on call Managers/Directors of building status  

  

Building Occupants  

  

• If riot or malicious individuals outside, close all curtains/blinds, stay away from windows and 

switch off internal lights  

• Try not to use mobiles/landlines for anything other than the lockdown  

• Await instructions, updates and/or all clear  

• Where necessary utilise lockdown emergency kit, where available  

  

Recovery  

  

• Resume normal operations ASAP  

• Ensure any after care, where required, is carried out  

• All staff/patients are debriefed accordingly  
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ANNEX E  

  

LOCKDOWN ACTION CARD 2  

  

Solent NHS Trust Multi-Occupancy Building  

  

Communicate Lockdown Status  

  

• Lockdown instruction received, authorised by (identify authoriser), and for what risk  

• Confirm lockdown with authoriser   

• Follow Incident Response Plan – Start incident log book  

• Communicate to all building occupants ‘Lockdown’ via all mediums available  

• Ensure staff are aware it is ‘real’ and not a practise  

  

Implement Assigned Responsibilities   

  

• If required, call 9 - 999 and request assistance if necessary   

• Establish senior team member (all teams occupying the building) lockdown team as 

previously practised  

• Out of hours, notify on call Managers/Directors, EPLO and ASMS  

• Lock all exit points to the building (including lower floor windows)  

• Assign duties of staffing main access/egress points; entry by recognisable identification only  

(excluding Chemical, Biological, Radioactive or Nuclear (CBRN) incident)  

• Hand over control to Emergency Services in the event of a CBRN incident  

• Notify on call Managers/Directors of building status  

  

Building Occupants  

  

• If riot or malicious individuals outside, close all curtains/blinds, stay away from windows and 
switch off internal lights  

• Try not to use mobiles/landlines for anything other than the lockdown  

• Await instructions, updates and/or all clear  

• Where necessary utilise lockdown emergency kit  

  

Recovery  

  

• Resume normal operations ASAP  

• Ensure any after care, where required, is carried out  

• All staff/patients are debriefed accordingly  
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ANNEX F 

  

LOCKDOWN ACTION CARD 3  

  

Solent NHS Trust Multi Building on Site  

  

  

• Lockdown instruction received, authorised by (identify authoriser), and for what risk  

• Confirm lockdown with authoriser   

• Follow Incident Response Plan – Start incident log book  

• Communicate to all building occupants ‘Lockdown’ via all mediums available  

• Ensure staff are aware it is ‘real’ and not a practise  

  

Implement Assigned Responsibilities   

  

• If required, call 9 - 999 and request assistance if necessary   

• Establish senior team member (all teams occupying the building) lockdown team as 

previously practised  

• Out of hours, notify on call Managers/Directors, EPLO and ASMS  

• Lock all exit points to the building (including lower floor windows)  

• Assign duties of staffing main access/egress points; entry by recognisable identification only  

(excluding Chemical, Biological, Radioactive or Nuclear (CBRN) incident)  

• Hand over control to Emergency Services in the event of a CBRN incident  

• Notify on call Managers/Directors of building status  

  

Building Occupants  

  

• If riot or malicious individuals outside, close all curtains/blinds, stay away from windows and 
switch off internal lights  

• Try not to use mobiles/landlines for anything other than the lockdown  

• Await instructions, updates and/or all clear  

• Where necessary utilise lockdown emergency kit  

  

Recovery  

  

• Resume normal operations ASAP  

• Ensure any after care, where required, is carried out  

• All staff/patients are debriefed accordingly  
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 ANNEX G 

  

LOCKDOWN ACTION CARD 4  

  

Externally Controlled Multi Occupancy Building  

  

 Carry out tasks as detailed in the Building Managers policy – If no lockdown procedure in 

place, utilise this card  

  
  

• Lockdown instruction received, authorised by (identify authoriser), and for what risk  

• Confirm lockdown with authoriser   

• Follow Incident Response Plan – Start incident log book  

• Communicate to all building occupants ‘Lockdown’ via all mediums available  

• Ensure staff are aware it is ‘real’ and not a practise  

  

Implement Assigned Responsibilities   

  

• If required, call 9 - 999 and request assistance if necessary   

• Establish senior team member (all teams occupying the building) lockdown team as 

previously practised  

• Out of hours, notify on call Managers/Directors, EPLO and ASMS  

• Lock all exit points to the building (including lower floor windows)  

• Assign duties of staffing main access/egress points; entry by recognisable identification only  

(excluding Chemical, Biological, Radioactive or Nuclear (CBRN) incident)  

• Hand over control to Emergency Services in the event of a CBRN incident  

• Notify on call Managers/Directors of building status  

  

Building Occupants  

  

• If riot or malicious individuals outside, close all curtains/blinds, stay away from windows and 
switch off internal lights  

• Try not to use mobiles/landlines for anything other than the lockdown  

• Await instructions, updates and/or all clear  

• Where necessary utilise lockdown emergency kit  

  

Recovery  

  

• Resume normal operations ASAP  

• Ensure any after care, where required, is carried out  

• All staff/patients are debriefed accordingly  
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Annex H 

Equality Impact Assessment  

   

  Step 1 – Scoping; identify the policies aims   Answer  

1. What are the main aims and objectives of the document?  

  

To provide guidance to managers and staff 

over the management of all issues relating to 

Lockdown procedures  

2. Who will be affected by it?  

  

All staff  

3. What are the existing performance indicators/measures 

for this?  What are the outcomes you want to achieve?  

Protection of all staff, patients , visitors and 

Trust property from acts of unlawful 

interference  

4. What information do you already have on the equality 

impact of this document?  

None  

5. Are there demographic changes or trends locally to be 

considered?  

No  

6. What other information do you need?  

  

None  

  

Step 2 - Assessing the Impact; consider the data and 

research  

Yes  No  Answer  (Evidence)  

1. Could the document unlawfully against any group?    

  

No    

  

2. Can any group benefit or be excluded?    No    

3. Can any group be denied fair & equal access to or 

treatment as a result of this document?  

  

  

No    

4. Can this actively promote good relations with and 

between different groups?  

  No  

  

  

5. Have you carried out any consultation 

internally/externally with relevant individual groups?  

  

  

  

No  

  

6. Have you used a variety of different methods of 

consultation/involvement  

  No    

Mental Capacity Act implications  Yes    Referencing the Evacuation of Adult 

Mental Health Wards Procedures  

7. Will this document require a decision to be made by 

or about a service user? (Refer to the Mental Capacity 

Act document for further information)  

    

No  
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If there is no negative impact – end the Impact Assessment here.   

  

Step 3 - Recommendations and Action Plans  

  

Answer  

1. Is the impact low, medium or high?  

  

  

2. What action/modification needs to be taken to minimise or 

eliminate the negative impact?  

  

3. Are there likely to be different outcomes with any 

modifications? Explain these?  

  

  

Step 4- Implementation, Monitoring and Review  Answer  

1. What are the implementation and monitoring arrangements,    

including timescales?   

2. Who within the Department/Team will be responsible for 

monitoring and regular review of the document?  

  

  

  

Step 5 - Publishing the Results  

  

Answer  

How will the results of this assessment be published and 

where? (It is essential that there is documented evidence of 

why decisions were made).  

  

 

**Retain a copy and also include as an appendix to the document 

  

  

  

  

  


